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Data lineage:
From a regulatory topic to a business enabler

In this whitepaper, we discuss the benefits, regulatory requirements and different
approaches to data lineage documentation. Data lineage is currently widely deba-
ted in the market and has become a key topic for banks seeking to strengthen data
management, transparency and alignment with the expectations set out in the
ECB’s Guide on effective risk data aggregation and risk reporting (RDARR Guide).
The main challenge is to find an approach that balances regulatory expectations
and implementation effort with tangible business value while strengthening the
organization’s Al readiness.

< .
CJD Our view

Three design principles for effective data lineage that maximize
business value and keep implementation efforts proportionate:

1 Business relevance is key - Lineage should be business-led and
prioritise data objects that are business-critical.

2 Flexible granularity enables fit-for-purpose approaches - The level
of detail should be based on a clear materiality and criticality assess-
ment.

3 Targeted technical drill-downs bridge the gap - Where needed, the
business-view should be complemented by drill-downs in the techni-
cal layer.

Additional success factors:

m The interpretation of “front” in “front-to-end” should be clearly
defined, justified and applied consistently.

= Sustainable lineage requires clear ownership and integration into
change processes.

m Data lineage creates value beyond compliance: better data quality,
faster change impact assessment and Al readiness and a more
data-driven organisation.

Transparency over data flows - the data’s origin and how it is transformed and
aggregated across systems - is one of the key enablers of business value for banks
of all sizes, although the implementation approach should reflect the institution’s
complexity, risk profile and regulatory exposure. In day-to-day operations, data
lineage improves data quality by enabling the implementation of targeted data
quality checks and faster root-cause analysis, thereby reducing overall remediation
efforts by up to 30%?2. By providing a shared view of data flows across business

and IT, it reduces manual investigation and reconciliation efforts and strengthens
operational resilience. Data lineage also enhances change capabilities.

1 Please see RDARR-Guide.

2 Numbers are estimated based on internal project experience of different change and run projects in various banks.
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https://www.bankingsupervision.europa.eu/ecb/pub/pdf/ssm.supervisory_guides240503_riskreporting.en.pdf

A transparent view of how data moves across systems makes the overall architec-
ture easier to manage and allows for instance changes to systems, data fields or
transformation logic to be assessed more efficiently and reduces the effort needed
for time-consuming data discovery activities. This helps identify critical depen-
dencies and downstream impacts early, reducing implementation risks and efforts
in transformation projects. In our experience, available data lineage can improve
efficiency of implementation projects by up to 20%?2 by reducing time-consuming
data discovery efforts. Data lineage also supports regulatory compliance with BCBS
239 and local regulations, as well as alignment with the expectations outlined in
the ECB’s RDARR Guide.

Asillustrated in Figure 1, effective lineage requires combining business and tech-
nical perspectives: the business view? explains how data is used and transformed
conceptually, whereas the technical view shows the physical data flow.* Both repre-
sent horizontal lineage, showing how data moves across systems from front to end.
The business and technical lineage are connected via the vertical lineage, which
maps business objects to their technical representations and vice versa. Business-
led data lineage, with flexible granularity based on criticality and materiality and
targeted technical drill-down capabilities, maximizes usability and business value
while keeping implementation efforts proportionate.

This whitepaper focuses on the expectations regarding lineage documentation
for data objects within the scope of application® as defined by the RDARR Guide.
In particular, we discuss expectations around data-attribute-level documentation
and front-to-end lineage, as these raise practical questions regarding granularity,
maintainability and proportionality. In general, we recommend extending data
management activities beyond the regulatory scope, as well-managed data creates
tangible value beyond compliance.

3 The logical data flow, herein referred to as the business lineage.
4 While the documentation of the technical lineage is primarily driven by regulatory expectations and is required for the
effective implementation of data quality checks, business lineage is the key to enabling concrete use cases.

5 Please refer to Shaping the RDARR Scope of Application.
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6 Please see supervisory priorities 2025-2027 and

2026-2028.

7 Please see section 3.4 article 3 in the RDARR-
Guide. Note that the term “end-to-end” is also
synonymously used in the market.

8 Front as in data capture or sourcing.

9 Those approaches typically work in a homoge-
nous system landscape with few technical breaks
in the data flow and does stand-alone not provide
meaningful business context.

10 While exhibiting more manual workload, this
approach provides most business insight and
captures relevant information by subject matter

experts.

At a glance: From requirements to practice

Since the publication of the RDARR Guide in May 2024, its expectations have
triggered extensive implementation and remediation activities across the market.
While supervisory priorities may evolve®, robust data management will remain a
lasting business requirement.

The ECB expects the lineage to be documented

1 at the data-attribute level, where “[...] data attributes are often stored as a column
in a table and are used in the technical mapping [...]"”” and

2 inafront-to-end manner, i.e. the documentation shall start from “|...] data cap-
ture [...] including extraction, transformation and loading".

These expectations are intended to enable banks to understand the impact of data
quality issues arising along the entire processing chain on the Key Risk Indica-
tors (KRIs) and Critical Data Elements (CDEs), thereby supporting sound decision
making and effective steering. However, as of now, banks typically do not have a
granular data-attribute lineage along the entire processing chain, front-to-end.®

Solutions observed in the market usually aim for an institution-specific sweet-spot
between the following two extremes:

1 Capturing of the (technical) lineage in an automated manner in exceptional
cases.’

2 Mostly manual lineage documentation, usually starting from a business view.*
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Figure 1: Sketch of a documented lineage. The granularity of the Business Lineage
is adjusted based on the criticality and is complemented by the technical lineage.

Al-based approaches are increasingly explored to derive glossaries, mappings and
lineage relations from existing documentation. While promising, their effective-
ness depends heavily on documentation quality and requires validation by subject-
matter experts.
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Balancing the granularity:
Regulatory requirements, implementation
efforts and usability

Meeting the ECB’s expectations can require significant implementation and main-
tenance effort, given system breaks, third-party software, legacy architecture and
the sheer number of data elements”. The key challenge is to document lineage in
sufficient detail while avoiding overengineered solutions that are difficult to main-
tain and provide limited additional value.

EJ: Further details on the required granularity:

In practice, many banks document the lineage at the business object
level and introduce a hierarchy with different levels of granularity
(e.g., Street as part of Address, Address as part of Client) - the ability
to adjust the granularity as required supports the development of
fit-for-purpose solutions. Data lineage may be documented at a more
detailed level close to the reports and models in scope, while upstre-
am data flows may be captured at a more aggregated level. Granulari-
ty is then increased where necessary at critical points along the data
flow. Others are focusing their lineage documentation directly on the
(level of) CDEs. Both strategies provide the business lineage and are
in general consistent, as the CDEs are typically determined by subject
matter experts using a risk- or materiality-based approach.

As this approach primarily provides the business lineage it should be
complemented by a sufficient number of entry points via the vertical
lineage into the technical lineage, to allow targeted drill-downs where
necessary and enable the implementation of DQ-checks. Following
that logic, many banks also distinguish between the business view
and the technical view on CDEs.

11 To get a feeling regarding the complexity and required efforts let’s look at the highly simplified example: Assume a
layered processing chain consisting of 5 aggregation steps. In each aggregation step the data elements are derived using 3
data elements from the preceding layer. Starting from the KRI which is derived using 3 data elements in the preceding layer,
which in turn are derived using 3 data elements each, we finally end up with 3”5 = 243 data elements in the last layer (front
office). Of course this is a highly simplified example, as on the one hand lineage of different KRIs tends to overlap and the

number of data elements in the front-office systems is of course limited.
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Where does the lineage commence:
Defining the front in front-to-end

Extending the lineage documentation to the front office systems also creates
significant practical challenges for banks. For instance, the system landscape often
becomes increasingly heterogeneous and fragmented toward the front office, the
number of owners and stakeholders increases, and the higher frequency of system
changes makes it difficult to keep documentation accurate and up to date - cir-
cumstances that can substantially increase the required documentation effort.

EJ: Further details on front-to-end:

While supervisors conceptually understand “front” as the point

of data origination, many institutions consider the systems where
data is stored persistently for the first time as the “front”. Hence the
documentation of the data lineage often commences from the system
of record (SoR). It should be noted that, from the point of first central
persistent data storage, the range of feasible DQ-checks increases
significantly (i.e. completeness or consistency checks, temporal
consistency). Banks should define “front” in their data management
policy, justify the interpretation and ensure consistent application
across the organisation.

When it comes to the identification of CDEs, banks often introduce a
hierarchy of CDEs along the processing chain and limit the number
of levels in this hierarchy in order to keep both the number of CDEs
and the overall complexity manageable. From a regulatory perspecti-
ve, supervisory communications point towards an expectation that,
where applicable, CDEs are identified in a consistent manner along
the entire processing chain. CDEs should not be introduced at arbi-
trary points in the lineage without a clearly traceable source in the
upstream data capture and front-office systems.

Data lineage and the operating model

While concepts and frameworks outlining the requirements for the lineage
documentation are typically owned centrally by the data management function,
the operationalisation / roll-out are often performed decentralised / federated in
data mesh-like setups. Usually, the data owners are accountable for the lineage
documentation, its completeness and maintenance, while data stewards (or similar
roles) are responsible on an operational level.”?

12 Often data owners act primarily from a business perspective and data stewards on a technical level - of course this

depends on the specific organizational setup.
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13 Without integration into change and release
processes, lineage documentation quickly beco-
mes outdated.

14 For instance, if the probability of default of a

new potential client is estimated inaccurately due

to poor data quality, the bank takes either unneces-

sary risks or misses out on potential business.

Authors

In practice, lineage documentation is initiated from in-scope reports, models and
KRIs, and then traced upstream along the data flow. Data ownership may change at
material aggregation or transformation steps in the processing chain, particularly
where responsibilities shift between business domains or functional areas.”

Lineage documentation should not be treated as a one-off remediation exercise,
but embedded into change, release and data quality management processes. A
consistent level of implementation is supported by centrally implemented quality
assurance steps - for instance by automated controls on metadata (computational
data governance), awareness measures or sample-based deep dives of the docu-
mented lineage.

Effective data lineage:
Usability, transparency and compliance

A fit-for-purpose lineage approach should be driven by business needs and based
on criticality and materiality. Extending data management beyond the regulatory
minimum strengthens Al readiness, supports change initiatives and improves
run-the-bank processes. Robust data lineage therefore supports better decision-
making* and fosters a data-driven organisation.

Designing fit-for-purpose solutions requires a sound understanding of regulatory
expectations, market practices and aggregation processes. Efficient implementa-
tion, in turn, depends on a thorough understanding of the logical data flow and its
underlying technical implementation. The most effective lineage approaches are
business-led, proportionate and embedded in day-to-day governance and change
processes. They meet supervisory expectations while creating tangible value for
operations, change and analytics. d-fine supports banks in translating these prin-
ciples into fit-for-purpose lineage frameworks, operating models and implementa-
tion roadmaps.
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